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Using Single Sign-on with Samba 

Introduction 
SonicWALL Single Sign-on (SSO) is a system used by a SonicWALL appliance to automatically authenticate 
users in a Windows domain1. It allows the users to get access through the appliance with correct filtering etc. 
without the need to identify themselves to it via any additional login process after their Windows domain login.  
 
Samba is the software package used on Linux/Unix machines to give them access to resources in a Windows 
domain (via Samba’s smbclient utility) and/or to give Windows domain users access to resources on the 
Linux machine (via Samba server). 
 
In the past, Windows domain users in a network using SSO would get transparent access through the 
SonicWALL appliance, with any firewall access rules, CFS polices, etc. set on the appliance applied correctly 
for their domain user account; but any users on Linux PCs would need to manually log in to the appliance to 
identify themselves to it to get the same. Now, a user working on a Linux PC with Samba in a Windows 
domain can be identified via SSO, but it requires proper configuration of the Linux PC, and possibly some 
reconfiguration of the appliance, as described here. 
 

Recommended Versions 
 Any SonicOS version with Single Sign On support 
 Samba 3.5 or newer 

 
Customers with current service/software support contracts can obtain updated versions of SonicWALL 
firmware from the MySonicWALL customer portal at https://www.mysonicwall.com. Updated firmware is 
also freely available to customers who have registered the SonicWALL device on MySonicWALL for the first 
90 days. 
 

Caveats 
The SSO system uses Windows APIs that assume a single user is logged into a workstation PC. With Linux 
PCs that is not necessarily the case, and those APIs give no way to differentiate traffic from different users 
logged into the same PC. If multiple users do log into a Linux PC, access to traffic from that PC will be 
granted based on the most recent login (i.e. the appliance will see all traffic from the PC as coming from the 
most recently authenticated user). 
 
The example Linux commands in this document are those for a Fedora system – the commands and location 
of files may vary on other Linux systems. 
 

                                                      
1 SonicWALL SSO can also be used in a Novell network environment but that is not relevant here. 



3 

SonicWALL Single Sign-on in Windows 
The SonicWALL Single Sign-on (SSO) system uses one or more SonicWALL SSO (Directory Connector) 
agents running on servers in the Windows domain. To authenticate a user the appliance sends a request to 
the agent, and the agent then uses Windows networking requests to get the user login information from the 
user’s PC. 
 
The agent can use one of two Windows mechanisms to get the user login information from the user’s PC – 
NetAPI and WMI. 
 

SonicWALL Single Sign-on with Samba 
WMI is not supported by Samba, so to work with Linux users the agent must be configured to use NetAPI. To 
identify the user of a PC, Windows NetAPI utilizes a Windows Workstation Service that includes a “list 
users” request that is sent to the remote PC2.  
 
Although Samba does support the Workstation Service, up to now it has not been possible to use it with 
SSO because it did not support that “list users” request. But SonicWALL has been working with the Samba 
community to enhance Samba, adding support for this so that it can now work with SonicWALL SSO. 
 
Samba versions from 3.5 support the mechanisms necessary to work with SonicWALL SSO. However, a 
patch can be applied to existing Samba 3.0, 3.2 3.3 and 3.4 versions to add that same support – see 
Appendix 2 for details. 
 

Checking Samba for SSO Compatibility 
There are a few ways to check the version of Samba that comes with a Linux distribution to see if it will work 
with SonicWALL SSO: 

• smbstatus 

• yum list installed | grep samba 

• rpm –q samba 
 
If the version reported is 3.5 or later then it will work with SSO. If it is 3.0, 3.2, 3.3 or 3.4 then it can be 
patched to work with SSO (see Appendix 2). 
 

                                                      
2 The actual Workstation Service request sent is the NetWkstaEnumUsers request (aka NetWkstaUserEnum in the 
Windows API). The Workstation Service runs over a protocol named DCE RPC. 
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Using SSO on the SonicWALL Appliance with Samba 
The domain login model for a Linux user is rather different to that of a Windows user. Unlike a domain login to 
a Windows PC where the user is authenticated by the domain controller and “logged into the domain” at initial 
login time, when a user logs into a Linux PC they are authenticated by the machine locally, not by the domain 
controller. The Linux user is typically only authenticated by the domain controller when/if they run the 
smbclient utility to access resources on the domain. This is inherently a problem for SSO because its core 
function is to check if the user has been authenticated in the domain. 
 
There are three ways to get round this problem. The first two are ways to allow the Linux users to get access 
in addition to users logged into the domain without the Linux users needing to take any additional steps for it; 
the third is a mechanism by which Linux users can get themselves authenticated as domain users and so get 
access through policies etc. set for domain users only, along with the Windows domain users: 
 
1. If the Linux PCs are trusted3 and no specific user groups other than Everyone are to apply for the Linux 

users, then the appliance can simply be configured to allow users authenticated locally on the Linux PCs:  

i. Enable Allow limited access for non-domain users on the Users tab of the SSO configuration. 

ii. Make sure that any firewall access rules, CFS policies, etc. that require user authentication and are 
to apply for the Linux users are set for Everyone (which allows all authenticated users) not Trusted 
Users (which allows only users authenticated by the domain controller). 

 
This is the simplest option if the Linux PCs are trusted and no specific user groups are used, but it is 
rather less secure than the following two options. 
 

2. Tighter authentication can be achieved whilst still allowing access for the Linux users by setting the 
firewall access rules, CFS policies, etc. to allow specific user groups rather than Everyone, and then: 

i. Enable Allow limited access for non-domain users on the Users tab of the SSO configuration. 

ii. Make sure that Simple user names in local database is not checked on that same page. 

iii. Enable User group memberships can be set locally by duplicating LDAP user names on the 
LDAP Users tab of the LDAP configuration. 

iv. Create a local user named “machine-name/user-name” and make that user a member of the 
relevant user groups, where machine-name is the NetBIOS name of the Linux PC (set by netbios 
name in its smb.conf) and user-name is the name of the Linux user. 

Note that if Case-sensitive user names is checked then machine-name must be all upper-case. 
 
This could be a good option where the Linux PCs are administered only by a network administrator and 
the users of those PCs don’t have the privilege to do that. It will allow access only for the named users on 
the named PCs, in addition to domain users. 
 
Suggestion: create a user group named (for example) Known Users and add Trusted Users plus these 
Linux users to it. Then use Known Users where Trusted Users or Everyone would otherwise be used. 
 

3. For maximum security, at the cost of requiring an additional login action by the Linux users, the access 
rules, CFS policies, etc. on the appliance can be set to require memberships of specific Windows user 
groups or Trusted Users. Linux users will then need to authenticate with the domain controller to gain 
access (see Using Samba with SSO below). 

 
                                                      
3 That is, if you trust that giving access through the relevant rules and policies to users who are logged into the Linux (or 
other) PCs locally and have not been authenticated by the domain controller will not lead to a vulnerability. 
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Preparing Samba for SSO 
In order that Samba can receive and respond to the requests from the SSO agent it must be set up as a 
member of the domain and Samba server must be running4 and properly configured to use domain 
authentication. Most of this is general Samba configuration and is really outside the scope of this document, 
but the following is a general guide to what needs to be done. If Samba is already installed and joined to the 
domain with Samba server running then after step 1 you can probably jump straight to step 8. 
 

1. Unless running Samba version 3.5 or later (see Checking Samba for SSO Compatibility) patch 
Samba or install a pre-patched version – see Appendix 2. 
 

2. Set up the /etc/smb.conf configuration file for Samba. See Appendix 1 for an example configuration.  
 

3. Your Kerberos configuration file /etc/krb5.conf must be set up for Kerberos to use the Windows 
domain server. Generally, starting with the pre-install krb5.conf template: 

- Replace example.com and EXAMPLE.COM with your domain name (keeping case as given). 

- Replace kerberos.example.com with the DNS name of your domain server. 

- Find the dns_lookup_kdc = false line and change false to true. 
 
For more information see the Configure /etc/krb5.conf section in the Samba how-to at: 
http://www.samba.org/samba/docs/man/Samba3-HOWTO/domain-member.html. 
 

4. Add winbind into your /etc/nsswitch.conf file on the end of these three lines, as follows: 

passwd: files winbind 
shadow: files winbind 
group: files winbind 

 
5. If running a firewall, set it to allow access to ports 137, 138, 139, and 443 for TCP and UDP. 

 
6. The following commands enable and start Samba server: 

chkconfig smb on; service smb start 
chkconfig nmb on; service nmb start 
chkconfig winbind on; service winbind start 

 
7. The Linux PC must be joined to the Windows domain. If it is not already then it should be done using 

the following command by someone with access to a Windows account with domain administration 
privileges: 

net ads –S domain-controller-name join –Udomain-admin-account 
 

                                                      
4 Since it is Samba Server that receives and replies to the Workstation Service requests sent by SSO, it must be running 
even if it is not being used to make local shares available on the domain. 

http://www.samba.org/samba/docs/man/Samba3-HOWTO/domain-member.html
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8. There must be a Samba group mapping of the Windows Administrators group to a local Samba built-
in Administrators group. You can check this and create the group / set the mapping using: 

net sam list builtin 
net groupmap list 
net sam createbuiltingroup administrators 
net groupmap add ntgroup=Administrators sid=S-1-5-32-544 unixgroup=BUILTIN+administrators 

 
Note that S-1-5-32-544 is the well-known security identifier (SID) for the Windows Administrators group. 
 

9. The local Samba built-in Administrators group added in the last step must have the Windows Domain 
Admins group as a member. For this you need to know the Windows SID for your domain – the SID of 
the Domain Admins group is that suffixed with “-512”. To find the domain SID: 

# net getdomainsid 
SID for local machine MY-MACHINE is: S-1-5-21-3404037526-3299004406-3948667073 
SID for domain MYDOMAIN is: S-1-5-21-4023909512-3739307249-2032274589 

 
And so the SID for Domain Admins would be S-1-5-21-4023909512-3739307249-2032274589-512 in 
the above example. You can check if that SID is already a member of the Administrators group and if 
not create the membership using that SID as follows: 

# net groupmap listmem S-1-5-32-544 
# net groupmap addmem S-1-5-32-544 S-1-5-21-4023909512-3739307249-2032274589-512 

Or: 
# SID=`net getdomainsid | sed 1d | cut –d: -f2` - note the back-quotes 
# echo $SID 
S-1-5-21-4023909512-3739307249-2032274589 
# net groupmap addmem S-1-5-32-544 $SID-512 

 
10. Create a share directory for the domain user(s) who are to get access. Create a directory under /home 

with the name of the domain in upper-case, and create a directory with the name of the user under that. 
For example: 

mkdir  /home/MYDOMAIN 
mkdir  /home/MYDOMAIN/bob 

 
For more information see http://wiki.samba.org/index.php/Samba_&_Active_Directory. 
 
 

http://wiki.samba.org/index.php/Samba_&_Active_Directory
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Using Samba with SSO 
If options 1 or 2 in the Using SSO on the SonicWALL Appliance with Samba section above are used, then the 
Linux users will get totally transparent access. If the more secure option 3 is used, however, then to get 
access through the appliance as a domain user, a Linux user must be authenticated in the domain. That they 
can do like this: 

1. If using a graphical desktop, open a new terminal window. 

2. Type the following, where share is the name of a Samba share on the Linux PC. This will prompt the 
user for their domain password: 

smbclient \\\\localhost\\share

Note that this is establishing a loopback connection to the Samba Server on the local machine but 
getting authenticated by the domain controller. 

3. Leave that smbclient session open for as long as domain-user access is required through the 
appliance. When finished type quit, ending the session and exiting smbclient. 

Hint: if using a graphical desktop then you can open a terminal window to do this and minimize the 
window whilst connected. If using Linux at run-level 3 (no graphical desktop) type ctrl-Z to throw the 
smbclient session into the background, and you can then later type fg to bring it back to the foreground 
to quit it5. 

 

                                                      
5 But if using Linux at run-level 3 you probably know that! 
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Appendix 1: Example Samba Configuration 
The following is an example Samba configuration file (normally /etc/samba/smb.conf) for a domain member 
Linux PC: 
 
[global] 
 workgroup = someDomain 
 server string = Samba Server Version %v 
 netbios name = linux-pc 
 log file = /var/log/samba/%m.log 
 max log size = 50 
 security = ADS 
 realm = SOMEDOMAIN.COM 
 password server = domcntrlr.someDomain.com 
 encrypt passwords = yes 
 winbind enum users = Yes 
 winbind enum groups = Yes 
 winbind use default domain = Yes 
 winbind nested groups = Yes 
 winbind separator = + 
 idmap uid = 600-20000 
 idmap gid = 600-20000 
 template shell = /bin/bash 
 enable privileges = yes 
 wins server = 192.168.168.3 
 
[homes] 
 comment = Home Directories 
 browseable = no 
 
This example would be for a Linux machine joined to a someDomain.com domain as linux-pc. For a user 
jcool you would also create a directory named /home/SOMEDOMAIN/jcool as their home share. 
 
With this example:  

• To give user jcool access via user group memberships without their being authenticated by the domain 
controller (see Using Samba with SSO above) would require creating a local user named linux-
pc/jcool on the appliance (or LINUX-PC/jcool if case-sensitive names is set). 

• User jcool would be able to appear to the appliance as logged into the domain by typing: 

smbclient \\\\localhost\\jcool 
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Appendix 2: Patching Older Versions of Samba 
This patch is only needed for older (pre 3.5) versions of Samba that do not support the new 
enhancement to make it SSO compatible. Nothing in this appendix is required for Linux distributions using 
Samba version 3.5 or later. 
 
In a network where multiple Linux PCs are running the same Linux distribution, this need only be done once 
to generate the patched rpm, and that rpm can then be distributed and installed on all those Linux PCs as per 
the final two steps below. 
 
For 3.0, 3.2, 3.3 or  3.4 versions of Samba that do not yet have support for the request used by SonicWALL 
SSO, that can be added to it by downloading and applying a patch from samba.org as follows.  
 
Steps for building and installing a patched Samba in Linux: 
 
1. First you need to have a few build tools installed. You will need a general development environment (c 

compiler etc.) and also the tools for running rpmbuild and yumdownloader. If you do not have the latter, 
do the following as root: 

yum install rpmdevtools yum-utils 
 

2. As any user download and prepare the samba rpm package: 
yumdownloader --source samba 

 
If that fails to find a source rpm you will need to search for one manually at the Linux providers site (or a 
mirror for it). They are usually suffixed .src.rpm and located under an SRPMS directory (e.g. for CentOS 5 
they are in http://mirror.centos.org/centos/5/os/SRPMS). Once you have the source rpm downloaded: 

rpm -Uvh samba-3.4.2-0.42.fc11.src.rpm (the version number will vary) 
 
Depending on the version of Linux you may be able to run this as a standard user in which case it will 
create the source directories under rpmbuild in the user’s home directory, or it may try to create them 
under /usr/src in which case it must be run as root. In either case it creates SOURCES and SPECS sub-
directories there so locate these (SPECS should contain a file named samba.spec). 

 
3. Check the version of Samba that comes with your Linux distribution (see the Checking Samba for SSO 

Compatibility section). 
 

4. Download the relevant Samba patch file from https://bugzilla.samba.org/show_bug.cgi?id=6592: 
• For Samba 3.0.x:  the patch labeled Patch for Samba 3.0 versions. 
• For Samba 3.2.x or 3.3.x: the patch labeled Unified patch for Samba 3.2 and 3.3 versions. 
• For Samba 3.4.x:  the patch labeled Patch for Samba 3.4 versions. 

 
Save the patch file in the above SOURCES directory, naming it “samba-netwksta.patch”. 

 

http://mirror.centos.org/centos/5/os/SRPMS
https://bugzilla.samba.org/show_bug.cgi?id=6592
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5. cd to the SPECS directory and edit samba.spec. Find the section listing patches (search for lines 
beginning with “Patch”) and at the end of it add this line (where this shows “300”, select any number 
above that of the last patch in the section): 

Patch300: samba-netwksta.patch 
 

Now find the section in samba.spec where the patches are applied (lines beginning %patch) and at the 
end of it add this: 

%patch300 -p1 
 
6. You are now ready to build an rpm with the patched samba package: 

rpmbuild -bb --target $(uname -m) samba.spec 
 
7. If rpmbuild reports “Failed build dependencies” then as root use yum to install any listed dependencies, 

for example: 
yum install cups-devel ctdb-devel libtalloc-devel libtdb-devel 

 
And then repeat step 6. 

 
8. As root, locate the built rpm file for the samba package which should be under an RPMS directory where 

the SOURCES and SPECS directories were created, and use rpm to install it, e.g.: 
cd ~user/rpmbuild/RPMS/i686 
rpm --upgrade --force samba-3.4.2-0.42.fc11.i686.rpm 

 
9. Restart the samba daemon: 

service smb restart 
 
Note that the installed patched Samba could later get replaced by an un-patched version if a subsequent 
software update installs a newer version. You will then have to repeat these steps to install a patched version 
of the newer release, or you can choose to re-install the patched older version by repeating step 9. 
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Glossary 
Active Directory: A centralized directory service system produced by Microsoft that automates network 
management of user data, security and resources, and enables interoperation with other directories. Active 
Directory is designed especially for distributed networking environments. 

Application Program Interface (API): A set of routines, protocols, and tools for building software 
applications. An API makes it easier to develop a program by providing building blocks, which are put 
together by a programmer. Most operating environments, for example Windows, provide an API so 
programmers can write applications consistent within that environment. 

Centralized Identification Agent (CIA): The authentication method used by SonicWALL security appliances 
to return the identity of a user at an IP address using a Directory Connector-compatible protocol. 

Content Filter (CF): A method of screening Web pages and email messages to exclude specified users from 
access to them, using special filtering policies. The policies use a variety of exclusion criteria including 
character string matching or source IP address matching. Additionally, the policies contain priority levels, 
indicating sensitivity of content. 

CFS: Content Filtering Service 

Directory Connector: The SonicWALL SSO agent for Windows. 

Lightweight Directory Access Protocol (LDAP): An Internet protocol that email and other programs use to 
look up and retrieve data from a server. 

Samba: The standard Windows interoperability suite of programs for Linux and Unix. 

SID: The Windows Security Identifier that identifies users, groups etc. in a Windows network. These are 
strings that look like “S-1-5-…”. 

Single Sign-on (SSO): A method of automatic authentication that recognizes a user upon network login. 
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